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MOV BN Z MR T DT DI R A "=t X2 VT 4 OFEBEER L TN D, A
N=tF a2 VT4 DA T M, ERESLOREER v b U —7 Z2EHAREICT 5
LT, AR T RIS T 2 BE ST O AP S S CE LRERH D, b
DA T2 M BRI R ONRRITADEIE, A2 H TG 2215 W ANFE DR AT
0., BEAEFEICEDLEERS D,

AV TR OREERE AT T asf K a—F WONTHEY R & OWEES
M E 2SR TCOMBREIL. EREHROY A NN—t X2 T 2L CHFEEEE
B4 D, KUA X A%, REBE~AIT T, A 3= F 2V 7 ¢ 2B
LI DREN BT AHEMARE L, FkEZ 0B A N—H . EUTESRE T
LT, EEEGEREL CEXaT I TH720DFERERET I E2EK LTS,

NIVATT DY A N—tF 2T 0 OJFAI N OERICET 5 EEESIL, BELEED)
EPER RS DO VERE A HERIZHEFRF T 2 720 ETH D, Lv L., BRI 5 ERESR
DY A N—t X2 VT 1R RGNIEFRICE > TR, EEEAIZE > TV,

A IMDRF H A % v A%, EFEEGROV A N—t X2 VT ([T HEEBEEE XD 7
DO—FRNERANT T 7T 4 AT 52N ET 5, RACETIE, #H
R OHELZZFNFN 2HEE O 3HEIIBWTERET S, 4HETIL, EEEROY A N—
X2 VT 4 O FERNZOW TR L, 5 TE&E O 6 THTIE, [EEEIHROT A \—kF
2 VT 4 ICET A THIRATE L ONHREZERICB T DA N T 7T 4 RO TEL
OHELEFIR A2 FATLEIRE 1T 2, TIRETEEIZ OV TIL, EICEFE#Ea RS A
SkT5, MEBEEEIZONWTIL, &2 TOEMLERE ICHT -HELETFR 2T T 5,

ASCET, IMDRF DMERK L2 [EFEELS O A N—t X2 VT IR L LTI DO A
HUATHDLN, X2 VT 4IZOWTIRIAL KT 25 ETEH3 <X IMDRF X&E&
L T [IMDRF/GRRP WG/N47 FINAL: 2018] MNZEF HiL 5, Hek3CET, EFEME &L O
Ao 2 (In Vitro Diagnostic : IVD) [EMRERR ORRGH L LG I W TR R T &
AREFEEZRMEL L TS, 20 ORAREAIEREL, BEKIROET A 7 A 7 v
(Total Product Life Cycle : TPLC) (Z{E-> T, AHA XL A LIS T L5 LN LEFE
LW, ZOMmoE#ET#ETHS IMDRF/SaMD WG/N12 FINAL: 2014) @ 9.3 IETlE,
BEEBERTHEOEREX 2V 7 s OBEEMEICOWTRE SN TEY , ER#ES Y 7
r 7 =7 (Software as Medical Device : SaMD) DFEHREFX 2 U T 4 ITEST L% 50
ERNRELEOHEN TS,

I'N47 ® 5.8 THIZIX, RIEET 7B ADDOR#EE, FREeX2V 7 A KO AR—tX=2 T OEER
BOREENTHINTEY, EREIHROETA TV A 7 VICE ST, KIS XA LIRS H L
NEFE LV,
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2.0 1 A& FH

ACET, 2 TOERMLEFREICHT T, EEES (VD EEREESRZET) oA —tk
X2 UT 4T 5 —RIERNCAR D AN E 2 F & atHEHE, NS5 X2 k
T T 4 AREEMTH L EHME UTER S, ACETIER, IEEE, ~ LA
FTTaRA K HHERY R O — AT T, BT S B KR U CE R A
THERICEZ VG A NN—tX2 VT o VR 2R/METHZ LICL D, EEKGRD
LM N OWERE 2 HERE U, Mkeili 2 R 2 720 O BRI 7 R FIH A 0 £ 29 T
Wb, BKHA XL ATIRREAIVAT T 7af Z\2i%, EEEEPEGENS,

AKXETIE, 77— 02T kO TurI~rrnyyr7aryta—3%0Y 7y
T EAT D EREERS B X=X =D WRA ) . XY T U = T B CEE
T HERMEE (B : SaMD) IZBT AV A N—tF 2 T IOV THH STV,
FE A EDOHBIY RIE, Z OWHERNEBEEISR O LML OMERIZIRE SN TNDH o,
ALEOWE AL, BE~OMEENEAET D AREMICET 2MFHIRBE SN TND 2
CICHEBETOIVLERD D, FlzIR, EEEISOMERRICHEL 52 5, RRIGE)NCEp
ERIET, B LLITRR S W S UTIBRICER DA N—t X2 VT 4 U R E, AL
EOWE A & Rl END, T—H T TA NV —DRES, TOMOGEELEETHD
2N, ALETIHEARGEN SRS, SHIC, AXETIE, fEEEOMEEEICE
THYVAN—X 2T ¢ ZEA#RENORNAT D, MEETORETEHOEX2 Y T
AT HRA NS T 7T 4 ZZDOWTUER, KEENAEEEIFFET (National Institute
of Standard and Technology : NIST) D% A /NN—t X2 UT 4 7 L —LT— 7 BIEHRIR &
L COEEREEZRIZL TN 5D,

ARLEFUTOFREEZEX L TV,
o [EFMIRORE L OBARICEY YA X=X 2 U T ¢ 5tz A ie bz, VU
A R—=AT Ta—F AT 5,

o [EWEHEILK R SNDA~NVATT A 7T ORENE, K ONEX 2 U T ¢ 25k
1%?60

o BA S Xa VT4 E, WS ~LAST T RAL K 2 SRR
OISR BB 2 G2 TORRE ORFMLTHS = & 2 BT 5,

o TNHLOEFREICKHLT, WihTA 7V A 7 VORRIZIEY, BELEDOI A %
w/MET DT OICA I R HERFIH A AT 5,

o MEEATEHZRTALILIC, EEEIEOY A NR—X2 T 4 2iET A0, BEE
DRAKNTZ 7T 4 AZitd#d 5,
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PANRN—F2 VT4 DA T b BEMOWETIEIZOWT, Bz LS
RIS E LT D T2 DI IRWMERILG DRV o — 2 e+ 5,

¥, EEESROBESAEORKNIS U T, BINOBRGTFENRLIELRVGELZ &
ICHETOUENRD D,

3.0 B

ALETHWLHEMOERIL. LLTFICR LK., IFONZ IMDRF/GRRP WG/N47
FINAL: 2018 |Z #6425

3.1

3.2

33

34

3.5

3.6

3.7

3.8

ERE (Asset) : A, MBSUIBUTIC L > THEED & 5 . WP ST 2 Z 1B
D> 7 47 4 (ISO/IEC JTC 1/SC 41 N0317, 2017-11-12)

W (Attack) : BEEOMEE, &FE. &I, ERE, WA, IR I Wi
WT 7 2L < IHMEHA O (ISO/MEC 27000:2018)

B FF (Authentication) : =2 7 4 7 4 OFRFME O IE YL M IZ BT 5 £ FE D FE 4
(ISO/IEC 27000:2018)

EIEME (Authenticity) : =27 4 7 1 OfF#&M: (ISO/IEC 27000:2018)

FEFRAS 5- (Authorization) : FFHEDAT 5., 7 — X M OMEREIC T 7 B AT 5 72D Dk
WA 5T 52 & aEte,  (SO27789:2013)

JERC  ISO 7498-2 D EFe (MR DFFE, 77 v AMIZIESE T 7 & A DOHER| % £
5952 &G0 5) ITHKT S,

ATAME (Availability) : EHRTLH2Z2T 47 4 ~OT 7 & A K OER O FTEENE
(ISO/IEC 27000:2018)

Y 27 ary br— L FBE (M7EHFB)  (Compensating Risk Control
Measure (Compensating Control)) : B§gRexitO—# L LCEBEIND U A7 a2 b
2= VFEOMRFLE LT, EENREMINLRWGEICEHA SN FED Y X
7 ay hua—/LFE (AAMI TIR97:2019)

EE A 27 ay ha— LR L L Cid, fEEEN BT 7 v 75— b
B KR XA — R 2R kSN B 0 15 D

BE#PE (Confidentiality) : 8P S TWRUWMEAN, =27 47 4 T 7 rERIC
st LT, HEHRA B RS, IS0 EM (ISO/IEC 27000:2018)
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WA 72 a5 D BA R (Coordinated Vulnerability Disclosure : CVD) : #2835 & Y
Z OO EAEFARE S, MEFTEDBIRIZEET 2 U R 7 KT 2 72 9 DR E
RO D2 DICREEF L) L TIT ) 7 r X (AAMITIR97:2019)

ERL: 207 m AiE, Mgtk & £ OMRRICBET 2 EHmOWmE. K, bR%
DIEFEN G D,

30 A N— X2 VT 4 FRE OV AT ARREREE (RIERT 7 v A, .

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

B, Hr, o2, MREESE) 2 OIRESIN TR Y., HENME. eatk. AT
THVRINTA T AT NVERIZIE > TZEARR L-IUICHERF S LTV DIk
fE, (ISO 81001-1)

B FMHE T (End of Life : EOL) : DT A4 794 7 icBnWT, fEEE D
EFNC DT H MM 2B 2 - R OBRGE A& T3 518, EOL &z =551
ST, EX72 EOL 7t A (—W~OmmeE) NEMIIND,

AR — bET (End of Support : EOS) : BELD T A 744 7 ik T, Bl
HNETOFR— MEBIZ P ILT 588, y—E 2P R— I, ZOEE2BL
AN

FANERE - AL B 5 LIS O BARTERE O VEREIC W T RUESEH O E
L7oBRA 2 8 2 TR T SUTRIMNDBE CT R A TERWY 27 24 U 5 MERE
(IEC 60601-1:2005+AMD1:2012)

B (Bxploit) : MEgsM 2l U THERI AT L2OEX 2V T 4 2RETHT-OD
BHME 72 J71%  (ISO/IEC 27039:2015)

seatE (Integrity) : .7 —# DMERK., 56 XIIRAFE SNk, RIERFIEIZLD
ZEHE I TV WVRERE (SO/IEC 29167-19:2016)

VT —EEKE (L —HE28)  (Legacy Medical Device (Legacy Device)) : Hi
TEDY A A=t % 2 U T ¢ OBHBEICK L TABIN R T & RO ERR

2B 1k (Non-Repudiation) : 784 L72F4 I T8, WICEN O EZFI X Z
Lz T 47 « &Rl %8277 (ISO/IEC 27000:2018)

B fEE  (Patient Harm) : HBE O ) 2 KRG E X fEFERE 2 (ISO/IEC Guide
51:2014 % —HRA )

77 A4 N2 — (Privacy) : fAANIZEET 57 — & Ol X TEVE R INE K OME A 12
B9 D FAAETE X IE NN RET DR A 22 & (ISO/TS 27799:2009)
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320 & (Threat) : BF¥=2UT 4 2REL, BELGISEI LSRN, 0. 178

3.21

3.22

3.23

3.24

3.25

NITFERNFET HEO X2 U 7 @K O A[REME (ISO/IEC Guide 120)
BET Y 7 (Threat Modeling) @ 7 — & OffEE, JHiK, S AT —EX4HE
HDOETUAT AMEEE RITTARENOH DM T FEL L O TH70
OFA 7 vt A2 (ISO/IEC/IEEE 24765-2017 7> 525 )

7> 77—k (Update) : [EREMIHRY 7 NV =T 255 L LIZEE, T, @5
PeESLE (Al Y Y

JEGD 1: ISO/IEC 14764:2006 (ZHET 5 Y 7 b o = THRSHEENIH KT 5,
HERL2: 7Ty 7T — MZiE, Ny FEOREELEENEGEEND,

FERC 30 WIS K OTE 2 BIZBT 2 R FITREHERRRIC 2o 72 Y 7 h U =T OWR
ThH D,

NYF— 3 (Validation) @ FEMGHHLZIERT 5 Z LIk - T, BT 51
AT EHICET AEREENH "SI TWAZ 2R T L (ISO
9000:2015)

HRL I "N TF—FEA"EIE, NUT—va rNET L TWAIREEZRT,
HERE2: NU T —T g U3, EBRE IIRRERE CEESN D,

MRGE (Verification) : BEIAJGFILAZ IR RT 5 Z LTk - T, BEERFHEMNE -
SNTWDHZ L EMERT HZ & (ISO/MEC Guide 63)

W 1. BRI DICLERRBIFEILE LT, BMEEEDIE) . BIEIC L 53
BNILEDL 2 —45DfRTHDL I LND D,

HEEE 20 BREED T DT O AIEEIL, Mk 7 n e 2 LTINS 2 R D 5,
HERE 3 REEF A LT, REEASE T LTV BIREE R R,

I35 (Vulnerability) @ —DLL LD BB X > TEMA S5 WD & 5 EHEY
IE R 0594 (ISO/IEC 27000:2018)

4.0 —f&JE Al

ARIATIE, EREESEBZE, BlHl. (M, BT 2 BRICHEERBRE D RET &, ER
WDV A N— X2 VT 4 IZT 5 —MxfastFEll 2~ d, KA X 20eRzEl
TN TWD ERZFEANT, EREGORENRY A NN—k X2 T s Z2m LSED
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ZOICHETHY . ZHUTHED 28T, BADOLREEZMHRT 2 L TARBRPRER LN
L ERHITFEN D,

4.1 [EERES

ERHEa O A NN—t X 2T 1%, EEMICEB SN TWS, EX=2UT7 4 DA
T ME, B L ITBEOBE A E S & 27, MEsOLE MR E T, RETE
B BE 2D, BEORKEBRMORMAZGT D Z LEICL T, HRFO~L A
T VAT ADOBRELEEGEDTARRENRDH D, A —tFX = U T 1k 5 HD M4
DEEIESIX, 1/ X—Ta 2L, ZETHRNRERKGZ B2 EED
BICHEATRE L 32 LIk, BELREDOMFZHEIRTAT-DIIVLETHDH, 2 TCDE
R E L., EEMEBEOET A 7V A I NVIZE ST A N —8 % 2 U T ¢ 5t 2 [E BRI
AS®HL T ERREREND, ZUTiE, ERERG. EREEROET A TV A IV EEL
YRR A L b, EBFEEERO TR 7 HERY R~ HE5II k5 Bk E |
TEALs . HIRBIEENCET 2B AN E £ 5,

42 BES ATV A I NVDEHE

A NR—t X2 )T OB IOWEFECRET 2 U A7 1%, YIHEEEME2S EOS 12
ED, EREEOUEEMIETIETOEMEZBEL THRFTL2ZENEET LY, A
Nt X2 U7 ¢ OBEEZ SV RIICEET 2720120, VA3 P4 M aflf,
DETATHA 7NV THEA L, 5xit, hE, SBRE OTIREEREOFERRICE
WTHANRN—tX 2T 0 URT EZFMBEOERT D ENLEE LU,

BENEYX2 VT 4 EDONT U RAEKDZ L HEMNETHD, BEERIT. A —k
X2 T 4 Day bo—)L R OERR & HAIATe B R s D22 K OFEATERE
T A L REETH D,

4.3 HEFEEBEE

EREGS OV A =t X2 U T 41F, BEEH, ~V AT T T a2 Rl R AT
Magattsg RA OEFEETH D, ETOERMERRE L, EREGOET A 7 A 7 v %
WBLT, BENRYPAN—X 2T 1 ) X7 ROEEZ MR B, B, #A.
THHILE, ST 5700, BHOOHRMEZEM L, thOBEERRE & mEIHEE T 5 0
AYOYAR

44 FEHRILHE

YA NR—=tX2 U T 4 ([T AHEROIEAIT, TS 27 RERKR T EHT -
DO TPLC 7 7 —F OHMFAITH L, VA \—tX2 VT OEFREIET D0,
B CORERERE D, TIRETE NTIRZ I CREBAICR ST 2 2 E BRI b, Eif
SHERNIEEEINDZ EICL ST, ETCOBERMYFEN, GREFEL, B#ET 25U X
JEFHE L. FRUCEERST DO RKIET D, TO—BRELT, &2TCOE
MR A 1L, BRSNS D ~VAT T A 7 7 DR, e, mathk Ok

2020/3/18 Page 10 of 51

12 53



IMDRF/CYBER WG/N60FINAL:2020

Fa2 VT ATRBELRLIVAN—EX2 T 4 DA T b BRLOWEIs M
LMK 2=l —a el 5720, fFlILA SRS (Information
Sharing Analysis Organizations : ISAOs) (ZFEBAYICSINT 2 Z L3 ERI SN D, 2D X
5@W@ﬁﬁ%ﬁ5_kf EEZ N ESHEH T ENTED, RANT T T4 RE
BRhS Db 9 —HOOFRILAEFIES LT, B RESHIEORRNZET 6D,
if_ HEEE DB TR ASNVATT T ang Z R OERESR T — ISR o —
SN e A ki\Iﬂ/ZTA &of%ﬁﬁkﬁwgé Y /i, BE2e
ZEEEICIRE L, MR 272012, WA ORBIY R e IHFHRILE T Z L ns,

5.0 EEMIEY A X—F X2 U T 0 OFHIKETEEEE

EBEEIDOT A N—t X2 T 1%, "WEOERT A 7V A I NVICES THRETTDHZ EN
PEk U<, BIEEE D ERELSR @mwm®mﬁ&W&U%%$mﬁmﬁ&%E%ﬁ%$
DD, MRATOESRIZIE, 1) BF = U T 1 HEE IZHAIATe Z b 2) XA TE
59%77*9%Vb$%%ﬁ%¢5:k\@t%nv%4ﬁﬁ\@%%%%t%n
TIGEAT D720 02—k 2B R E MBI O RZIE B D 7= D O ) % 3752
THZENEEND, BEEE L. AR OHRETEZEEZ RGN T O, BERLEZEBY O
ﬂ%%ﬁmmz\é@%m%%ﬁ%&%@%@yfjﬁ%mﬁ?é EMNEE LU, u
TOFKEAETIE., ZNOHOBEEEZMHT 5 LI, BT A 75 A 7 LV OHIRATERME I
5 BLEEE ~OREFEIH 2 FRT 5, ﬁh E%%“/7b¢m7@747%4&w
TE®E. 1EC 62304:2006/AMD 1:2015 IZHE STV 5

51 &¥%a )74 EREEROT —F7 7 F X Rt

EBEET Y U RHEBEETHANRN— X2 U T 4 ITHEBAICRHS T A2 Ll ko T
SZEN R THIRBIEEN O A 21T 9 L0 L RBRELEOFREMZ L VEMT 5 Z LN AHETH
5o ZOXIREGA 7y MR, BORFHOMIE, iR EHREERER S T IRGAT & OV
BOY AT <A MRHGE, MO T A 7Y% A 7 VEE LT A BRIV TEHE
it S35,

xRV T 4 BEREES, T4 TV A 7 IVORRET 1k X DESKREHEUSG OB TRE
THZENEELY, EX a2 VT 4 ERFELOEXF 2T 4 VRT3 ha— /LR
DOIF#RIR E L TlE, AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
27000 >V — X, NIST fliT# (¥ =27 Y7 bU =T 7L —L T —7 (Secure
Software Development Framework : SSDF) %) . OWASP liT7# GXEHRANZHE S &
F = U7 %) | ENISA FI1T4), 7i<lf\/vx T T R OV R AR 5y B W A B e

(Healthcare and Public Health Sector Coordinating Council : HSCC) &Rl A /X—t& % =
V75 4 U—%27 71— (Joint Cyber Security Working Group : ICWG) DOTHIITH (&
A= U7 3l F1dH 5,

;@%%%z))gﬁi;.@ @nxd‘“C%F%ﬁ—Z) ki))‘:ﬁi L/l/\pXu‘[‘EHIJ%deEI \—bex_o {EL
F1NIZEERV A REE®RTHLOTIEHARLS ., HBLETHHRTH D,
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axat Al i

BLEET L., ERESED OISR IRy T — 2 LR S
N5 HRICONWTHRET S Z ENZEE LU, #5 i Ui,
HHpEEGE N OVESBIE NG £ D, HE i Ko & LT,
Wi-Fi, 4 —% % > ;. bluetooth, USBZEN2EIF S5,
BYEREZ T AT ODA S DOR TR, RTOANSIORGE
FEREZ G T 2 Z Lz oW TRET L, ZatEn R adfE sk
PAR— I TWRWERKGRS, FENX Y NV —27 XX
Ui — RIS & Pt L Gl E 3 5%, AMEREREE & E(E T
LA EEETHENEE L,

RLEER L, EEMBSROEZET — Y IBEE RNET 78 &
ARIE 7R S AT BB ) HARE T D A W TRETT 2
TEMNEFE LW, Hl X, BEEEIXEEKRI/ AT A
WE O ERFESE, B bR, BRICEEShiza~ >
KRNI T —% ORIEFEE S HIE, TOED TR E%
\ZEE AT A I LS W THRATT A D LN E L
A

X o TG

FUEZEE T, EREESICRFE SN D UIEZE Sh o et
BT — & 2 5L &V RS 2 Z RISV TIRETT S
TEMEE L, BRI, SR T — RIERE RIS Lo TR
Shicny a2 LTRET 2 ZEDRAF LI,

WiEdew |, BET 0 F a0 ye— Vi, v—r %
PEIA PRAE S 5 7o O SUIRE M Bt O NE NIRRT 5 Z L %
B <7201z, BEMEIRD U A7 ar o —LFEROEL|IC
DWTHEIT 5 EDREFE LV,

7 — 2 ik

BEEEIL, T — X ORI 2 W R T & DRGSR 0B
ZHWrT 5701, Bl e JHEREDOY R — ME, VAT AL
NNDT —XT I FxZili T 25 2 ENEE L,
BIESEEIT, RO Y 7 N =TI T ARIE R %, &
B O 2MEICET 2 U A7 IC oW TR 5 Z ENEE
LUy,

BLEEF X, VANA, AL 0T, T AT =T KO
ZTOMDEEDOH D a— RNEFEGR CTHRITSNDS Z L %25
STled, VT = TXREOa L ha—/L OV THRET 5
ZEMEFE LV,

RUPEREF L, BSOS OBGE, xR — Y ORE|
WIS U7 7 2 AT 5 IR EARFD T 7 B AFF %, =2—
PFOT 7 AHENCOWTHREFTHZ ENEE LV, 7,
B D EEE AR O CR URRREE A IF Lan o &
DEE LV, BREXIXT 7 B AFFAOflE LTIE, /RAT—
Ry N—=RT =7 F—, ERGEGE IO EEHE AR

2 =YD
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TERWVRRHEFERH D,

REEF X, EWINRT v 7T — bOFEE T o A LR
DY RAEMNL L, TOERELETHZENEE LV,
BYEREZ T, AL —FT 4 VAT A, = RR—F 4 X
34—V —2AD T N T =T OT v TTF — N FRELOE
BHEIZOWTHHET 22 ENREFE LY, £, HEEE
. Y7 N =T DT v T T — bR, BETRWA—V g v
DHARL—F 4 VTV AT L ECEET D ERE#ERY 7 b
T, BHEMEANE o WA R —T 4 T RAT A
BRBE ~ DR 2 BT D E N EE L,
BUEEFE L, FICBAENTZT A NRN—F 2 T 1 DIfFH
PRI L TR 2T THHE-OID, EREERDT v 75—k
FIEIZOWTHHNTHZENEE LW, flziX, 7y 75—
MZBT a2 —FI ADES EEERICL2B887 v 77
— NOELR, T ST — %ﬂ@%%%@ﬁ P& PERRIC IR
BaRIETE RN EERGET 2 FIEHICETIBRENRE N
Do

REEF L, Ty T T— b EFEMT DO BRI
WTHIRT % &4k, a— ROBL SO FELR WV TR X
7 7T — NOBEIEMARIET 5 HIEIZOWTHRHT 5 Z
EMMEFE LU,

V7 N TARSE

BLEEFIT, REFTHIC L DEREE~DOT 7 v A& Bh1E9
DHFECOVWTHETAZ ENEE LV, BliE, "— %
WERR T 7 & A WBREIIC e v 755, R— b ~DT 7 & A Z WA IR
B NI B FRGE LICERr — T NV W=7 7 & R & Ak
T HHEDOFELRETTTHZEDREE LV,

RESER T, BRSO AR RE A HERF T 5720, A /3 —
FREMEL O MY | B2 U7 o WA, B, xhio & OME B3 2 3G FeE
IZOWTHRFTT D2 ENREE LUV,

£ 1. ERBEORFHIRT SBRNFHIIN T ORFRA

X2 7R OFEHANL, X a7 BREERREHC L o THRERF R TH D, BIIEDELL
DT N =T BRTA 7YV A 7 /VET IV ATIBEER L, ZOFRAIZ X T D064
ﬁhfwébﬁfﬁﬁmo@%%%V7%&:7%%%#5@%¥%m\Eﬁ@y7F
UxTHRBICEX 2 ) T 4 OFAIEMOAT Z ENEETH D, BEEE I, "o
BITATHA TN EBLTY AT LORRFAKREZFHMET 2 2 & T, #E @ﬁ4ﬂ~?%;
U7 4 2T 227k n kD b s,
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52 TPLCIZBETBYU RI~wxT A MRA|

X2 VT 0 EERVEICET AR AT x U A L NRAIN, EEEESDO T A 7
47»%@Lfﬁﬁﬂiﬂfwé &ﬁmibw BESENE 2R D22 e & FEARPERE SR
RIEENZHEZ KIF T, B LT 22 UIBRICERN A N~k F 2 U T 1V
x&uomf%\Uxﬁv*Vf/F7mtx BW TS Z EnEE LV, #
EEEIT, ISO 1497120190 ITHEEINTWDH U A7 <=3 A kT AAMI TIR57:2016
<2 AAMI TIR97:2019 ZETHE SN TWA YA N—EFX 2 VT 4 YR IR AL &
FERALT, VARV AL T A0 —BE LTUTORT v 72 BirZ L3 E
LUy,

P AN—tX=2 VT 2 ONfessEEFET D

BT 2V 27 2HE L, FHMiT 5

U AT KRR L~ LETary ba—L15

JRA7 ay hua—LOFNEZFHE - BT 5

BHHERELRRE ST 2 Wi e EWmARZE U T, U AZICET 515 R Z Rt
T 5

X2 T4 VRIS VAL A% 1 125 L7 (AAMI TIR57:2016 7>6 5]
) . Ziud, 2RI R <R32 A L O EHERT DV A7~V A L N
AL L THEMmTE S LI, Mgk, ZRROEDOMOE X = U T ¢ B HGEZ ki
SHT, ISO 1497122019 DY A7~ VA h 7 av AZHAPATLe Z & b TX 5, St
FHFIZ 2V TIE ISO/TR 24971:2020 Dt B EF 245 Z &,

2020/3/18 Page 14 of 51

16 53



IMDRF/CYBER WG/N60FINAL:2020

X2 VT 4 UART

. EREaRO BT 5 H
B OEFRESROEXF 2 U
T 4 BT D RE OB
1t

. B, MarE, B, E
HEORE

. T DB MEIRTED
A DEIZET DY R
7 DOHEE

XU T YR FH

\
X2V T 4 URITERAA |

X2 VT4 VAT ar ba—)b

X2 VT4 YR ay br—
JLFBEDIEIR

tX¥a VT4 VR ar br—
NERBOFENE

FRR U 2 7 O

YRZ « RR7 4y O
VA7 ay o=V FEICLS
ThELDY R

YA av ba—LO5%ET

X2 VT4 VAT RT A

BRREREX 20T U R
DS P REMERTAG

X2V T4 YRS
TATA L PRESR

e R O R O 1

1. ®X2VT4VRI<XVAY MR RDORE
(AAMI TIR57:2016 7> 5 A 245 T3 H)

ERHEE DO RFNCEET 2 A X=X 2 U T 4 DU RT WL, A NN—F=2T T ¢
OWEFITED BRI e, MaTItENEA SNEBE0RELEOERNSEZEBE L C. BF
fEEDOY A7 FMICENTHZ ENEE LY, ZOOHICBWTIL, fi5Eix &Lk
AT FRFRIZONWTHRFTT 25 Z ENEE Ly,

URAZEHMEICRBWTIE, 2 &RET Y v 7, BEGE, BRIE L OWGERER & ik
TAHZEIWCLY, VRIZPEUNI R A L FENDI X T RREFHT—FT7 7 F v %
WL T DI ENEETHD, ZOMMETIE, X2V T 4 URATZFHE, EEET V7
KOWegatE A a7 V) o> 7R OO TFIESE, ka7 — LV K ONT7 Fa—FB3fHTE 5,

2020/3/18 Page 15 of 51

17 53



IMDRF/CYBER WG/N60FINAL:2020

o BXaUT A VRITERAL N BEEFIT, B0 T7A4 7 A 7V EHEL
T, P ANRN—tX2UT 0 URT | BELOHINNOWTHRFT D ENEEL
VW, FFE SN — R+ MR O%E, A 3 —tF%2 U7 0 OFERE
THIX., ATREZR[RV . FFEDEFEEIROT A N—t X 2 U T ¢ OB L OWETM: &
WMHEZHRTHZENEE LUV,

o BWET VI BEET Y VIR, EEREROV AT MBI DIBTERN 2B
WL DY R7 EREE, B, BT A7 e 2 Thsn, B, Bler ) 7
1L, VAT LIV HR—R L NEOYV T ITATF =—IZBHET DY A7, i%EF.
fld . WPREREE S ~ORER, RSFICEET 2 U A7 EORSNE TN D, TR
VAT AFREFHEOERIL. VA=t F 2 U T ¢ ORKEHEHE A EEERRITHE A
T FVEABMETH7-DICHEWRTH L T, BT ) o 7t >THLHEHATH
%, BEHEFIL, BT T NVEERT DB, OWASP O A X2 AZHASNWT,
YA NR—t X2 U T (2T DEANR 4 SOERICKT D EEICOW TG
HTEMWEFE LV,

) R LEI>ELTWVDHEDON?

2) EOXOBRMENBELEDLN (EOL ) RBBELEZZITHAREEND D
) 2

3) TOMBEIZXH L TED X S ITHLT D02

4) Fo3 IR EAT T2 ?

o MEINUT, 77U r—ya v 7 —F%77F %, EHT—%70—XI3L0 A
FPHR AT ALV OBEET Vo 7 0ar T A MIBWT, Z6D0ERM
BATH 2 &, EEEESRICRELELMEEZRTET Y ZICB W TCHET 254,
BLEREEIT, V7 b =T RUON— R = 7R 2808 T/ W RER E XA v
A— MG T 2 L) REF SN TV AR WEBEMIRA (& — % > M
HEDODEEDOH DR TEEEBETHENEE LU,

o MEFHMHEAR T VU T HEEER T U T, A N—8 X2 U T 1 MasgtEo
AR R OCEK S WML L CGGHEET 2 FiETh 5, REMHFRICB W TRIE
S HBER O — a5 % #E  (Common Vulnerabilities and Exposures : CVE)
WZoWTIE, EEstEA a7V 7 v A5 A (Common Vulnerability Scoring
System : CVSS) XIIAHZIA A I N D gD mWEsstEA a7 U v 7o A
TLAEO—BMOHHMIERA 2TV 7 OHEERWTHN « FHET 5 Z &N
HELW, YANRN—tF2 VTV R7 Mgk 2 a7 ) o7 kar be—b
FEIIHHLOEGHET Vo 7 ROEX2 VT 4 VA TEAA L b, WOITH
et — RE22i#AT (Failure Mode and Effects Analysis : FMEA) 2%, H A —& %
2 VT 4 IR L T 2o U 2 7§ — bkt LT iz 2k 5 72012
EH A AREEN B D,
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BEfED 1SO 149712019 U A7 <RV AL h PR ZEF 2T A U R TR A
MR REMABIATLIEE, BRET ) o ROMEIEAR 2T ) T EO X 2 VT %)
ISEBETHIENEE LU,

53 X2 VT oHKEBR

RUEEF T, REBIR T e RORKRIENLONY T — g VOB W TR 2R fEE O
X2 VT RBEBREBHT 52 LIk, ERARBEMOMIEMEN 2 — NIZE TV
WZ EEFEAT A LI, EX 2T a3y he—AnRMIcHE S TWHZ &%
RERT 5 Z ENEE LV, YiLalBrCld, BRI S R, W N =
NZDOMOBEI IRy NV ICHE R SN DBRBEAZZBET L ENEFE LY, Y7 b
U= T O RREAS A ME L, BEER/IMET A0, VT N T =7 ORGERAT &
352 LRSS, EFEERS., B IS BEOMETEMEIC T L CTREEHR & T
HHZEEHAMETAZELEETHD, ZNEITHITZDIZ, V7 b Y T iR E
V3alb—ya g vxa VT il vt AT AR A G L T B R
WHTDDZERLEELY, EX2 T i, B2 7R L —LT—7 24
T DR =% FDO—D2THD, BRICET 2 METFHEOFEMIL, 5.1 HIRTH
R OMERIRE 2R 5 & By, BEEENEET & LMLV OB EFEELITIC
N R

. BIRFHIBWCH, BAMOMEEIEULY 7 F Y = T OBEAICoONT, YT =T
AVR—=RNEETV 2= VDF =Ty MRREFERT D, EMRREX2Y T 4
B L LTIE, SO — ARAT, BIROMRET. BXEMERER. MEBtER X v, V7
U= T A RYY 3 LT BiLD,

o RATANEOHMM X2 T 4 oW E2E_T D, Bt x=V T ¢ 07
ELTIE, 77 AF A MEZ AW REOWETIHEDRE IZRB L 7 7 1 b, RE.
Fe B ZARNY —h, FELLIIN— R 2T OLIPRZOFHERH L EIC L AR
RUKRA L PDOF = v VENZETHND,

o MaggrERME 21T O, MaggrERE & L Cid, NY T2 Mg, B o T
L WagatE DR T, MPLTFERORE, MasatkDEIEXIIFEMENET b b,

54 TPLC YA NRN—FEF=2V T 4T A MNaHE

YA N—t X2 U T ¢ OFEIMEN L L T ad, fBEEE L, ®NT A 7o
INDEEZB LT AN—EF 2T RV A L FEHEHO—ERE LT, MaFHHELD
B 2B BE, T A 2 R E Ly, B BRSSO T AR BT EX P CEFE A
TERRT D Z EMEE LV, F7-, AT, BUEEE OMB IR TZ O 2 HEEF
HZENEFELY, ZORETIILL IR LIZHBZRD S,

e TPLC ZilUT-BEAR - IR A SNV A R—8 X 2 U T ¢ OMadstt &2 Emnic
At - BFET D & T, OB A TN L CEYNCXIN T 2 72 O O 5
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o WEBIMEDBATR @ MagatERE RA NS OFMZ LA L7 BT, MM UMEERZBFE L,
Jaga I DAAE K OFRAN SUME LTk %2 BARBIRE IR 2 120 D IEA 2 7 u X
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Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 Bk

3. AAMI TIR57:2016 Principles for medical device security—Risk management

4. AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

5. IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

6. IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

7. IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2

11.ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

12. ISO 14971:2019, Medical devices — Application of risk management to medical devices
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ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

ISO/IEC 27000 family - Information security management systems

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems
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22.

23.

24.

25.

26.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)
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38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csrec.nist.2o0v/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-

vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main Page

Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx

ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a_a_vulnerability disclosure_insi

ghts_report.pdf

https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf
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8.2 MBEB: BN HHEHEOBRRIZET AKHIKDOY V—2

F—=A+Z VT
CERT Australiac (CERT A — A ~Z U 7))
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

TN
All Certs in Brazil(7 7 ¥ /V[EIN® CERT —&)
https://www.cert.br/csirts/brazil/

NFE
Canadian Centre for Cyber Security(% & A N—tF* 2 U7 & ¥ —)
https://www.cyber.gc.ca/

R
CERT European Union(CERT R H# )
https://cert.europa.eu

7T A
ANSM
https://ansm.sante.fr/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(~ 7 > A JEA45)
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(IE A [EFIEH A 7 AJT)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(EFFH T AT LEFX 2 U T o

IT)
https://www.ssi.gouv.fr/en/

ket
CERT Germany(CERT K- )
https://www.cert-bund.de/

AFZYT
https://www.csirt-ita.it/
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HA

Japan Computer Emergency Response Team/Coordination Center(JPCERT = —7 4 % — 3/ =
>t 4 —JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/

U=V
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(PE € Hil4#l 2 A2 7 2» CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT k[H)
https://www.us-cert.gov/
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