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1.0 (U ®IT

R AV F—Fy FPREOFR Yy MU ERRROEROEMC MY, EFREEROREE
R UM R TR T A DB YA NN—EX 2 VT OBEMSE LT3, P A
Rt Fa)F4D0A 2Ty bid, EFRESREIVRERERY NV —27 2ERRREICTD
LT, ANVRFTHERICBTARE S 7T OREE P SETCEERRE DD, D
DA T M, BIREURBRNADERE, REW UITETR2ERNALEDREEIT
L0, BEAEICEDLFREENRD D,

AIVAT TEIE ORISR ~ VR T FaAf ¥ o= WU REIY B R UNESS
HEEE LSO TOBEREL. EREROY A A—~tX2 )7 1 ICB L THEREE
HT B, AHA X AT, EURE~IT T, A% )T 4 2HEOICEET
BEdOREIETABMEEL, HEREZVER VA -, BREXEESREY T
LT, EFRRLPE#BL TESF 27T 500 RPRET 22 2ERIL TV,

ANRET O A SA—EF 27 4 ORAEUERICETIERESIL. BELReRT
EFUSEBROMERETHERICHFTIT-DILETHD, UL, BRI 5 ERERS
DY AR—EF2 )T LIRS BREIIEECR2-TEY ., BEEGIZE> TR,

A IMDRF A & Atk EFEEBROVAS—eXa T4 BT 2EBESERSL
DO—RBEIERA N T I T 4 ARRETHZEEZAMLTD, AXLHFETIL, HEHRE
FRUBEY TN EFN 2AET IBEBWTERT D, 4HTI., EFRBEOVA/—
X2 F 4 O—REACOV TR L, 5 BEY 6 HTIE, EREBEOTA/S—%
=2 U F 42T A WRATEE R UMREERICBIT AR T 77 4 ATV T£EL
OFERYIE 2 FEBIMEF IRt T 5, TR EIZ OV T, RiCEFRBFRMEREI
EERTS, HREBEEFHRIZSVWTE, @TOREBMRE M) HEFELERT 5.

AT, IMDRF BERE LI-EREHROY A A—EF 2 VT 4 I LR T A
L EVRTHBR, BRa YT I OWTIRIELS T 5 L TERT & IMDRF 30E L
LT [IMDRF/GRRP WG/N47 FINAL: 2018] 23ZFIFbh b, MEX#EHL, EREERT
54428 A (In Vitro Diagnostic : IVD) ERBEHR ORF R VRS IR THERETEE
AEEAELRMIELTWD, ThbDEREGREIEY, EREBOI A 7170
(Total Product Life Cycle : TPLC) (T T, BHA F L R LHICBRTHZ LB E
LV, FOfhoEETECTHD [IMDRF/SaMD WG/N12 FINAL: 2014] @ 9.3 BTG,
BEPERTIBEOESR X2 )T s OBEEHIZOVWTRHRRINTEY, EffEER 7
2 =7 (Software as Medical Device : SaMD) DF#REF =) F 4 KRET I EOND
BEBELDHLENTWHWS,

IN47 D S8FITH, RET 7 A LORHES, FREXF=2V 7 RUYAA—EX2 VT4 DHER
ERMARFI IR TEY ., EFEBOLEF L 7S INEELT, AFS F A LFHICBRTZZ L
BEE LY,
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2.0 & F A

AXEIL. TOREBEFICHET T, EFMBES (VD EF#ESRLET) O \—t
Fa )T T 5 —REAICHEIERNE L FLBRNTEE, TONCHEINERZ K
TTIT 4 AEFERTAIIEEBME LCHERSNE, AXETIE, BEESE, ~L R
TT7usLF REEBER—FIICMT T, EET 3 BT L CESFRES 55
THRICEBIDBIVFANRN— X VT4 VR ERMETHZLIZLY ., EREBED
EEMROMEEHER L, RER AR T 00 B ERHRBEELIRY E DT
W5, BFA F U ATHRE~NVAF T Fass Fioit, EFSERE TN,

AXEFETIE, 7r—by=2TRUOTus o= rpdysarbuo—5%0Y7 b=
TR TLERMERE B X=X A—X, B@ERV7) | TV 7 N = T B THEE
T B ERHESE (B : SaMD) KT A3V A4 N~k X2 UV F 4 OoNTHERSA TS,
ZEALORBMBIL. €OERBERMIEOTEMEOMRIZBEINTWA D,
L OARXEOBEAMEIL, BE~OFENREAT L WEEICET ARIZBES LTS D
CEETOMERDD, Flaid, EFREBOMEICEREYS5 25, BERETHIERE
ERET, BHLITRo B UIBRICBN B YA A= X2 VU F 4 VR 7L, A3
HEOBRME L AR END, T—F T T4 1 —DBRESE, FOMOBELEETHD
P, ARGETILERBEEN SR T 5, Xbic, AXF TR, &R 0LREDICE
THVA =X )T 4 BEARENSBRNT S, MEEEOLEEHOEF2 U T
AT DRRA LT T 7T 4 R0, KEEZEREBNTHZEST (National Institute
of Standard and Technology : NIST) DA S—k Xz Y F 4 7 L—Ab T —7 HBIFHIE &
LTOBERBRBERZLTND,

AXEFERUTOBEZER L TW3,
o ERBBORHEUBREIEN YA R—tX2 YT st B00Atemdic, U
AT R—AT T a—F R T5,

o EFRBBRVERINDZIANAFT A 750%EM, HBRRUEX2Y 5 1 25
1%_?—‘50 '

o PAN—TEFX2YTF 413, WEHEE, ~NRFT oAl E, -, HENEE
UM REFE L E L2 TOMREOXRATLECHE = L2 BT S,

o ITNLOBREICHLT, BRBS AL 791 2 A0LKICEY . BERED) Z2 %
Bo/MET B 7o D ISR AR IR 2 3R B,

o AREEHETIERIT, EFRMEEBOV A N—tXa2 VT 2FEETHED, BEE
DRANTF T 4 AREkRT B,
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YA X VT 4 DA 7T b, BERECHBEICSWT, ZR%EZRLES
WRHEE BT B2 DITBAENWEREFOR Y —&elET 5,

Ao, EFUESEOERCAEORFIE LT, BNORNEEPLELRVFLIZ L
ICBETOIUNERD D,

3.0 B

ATHTHWAHAERUESRIZ, UTIRLEESHE, WTUT IMDRF/GRRP WG/N47
FINAL: 2018 = #5°3,

3.1
32
3.3

34

3.5

3.6

3.7

3.8

AR (Asset) : B, B UIBUFIC L » THEDCH 5. HEHULT ¥ F AE
hxrT 474 (ISONEC JITC 1/SC 41 N0317, 2017-11-12)

WEE (Attack) : REOREE. BB, XA, L. BRA, XEEETEIShTW2
W7 AL MERORA (ISO/MEC 27000:2018)

05T (Authentication) : T VT 4 T 4 OO IE B B9 S RO RAHE
(ISO/IEC 27000:2018)

BLE#E (Authenticity) : =27 4 7 1 D{EIEME (ISO/EC 27000:2018)

HERRAT 5 (Authorization) : 4§HEDMT &, T —F RUBBBICT 7 ¥ X T D DO
riETADEdetr, (S027789:2013)

I : ISO 74982 DEHE GERIOME, T 72 RAMEICESET 72 XAOHERZET
EFAZLESHB) ITHNKETD,

M (Availability) : BRTDBZUT 4T 4 ~DT 7 ARV O TR
(ISO/IEC 27000:201 8)

HMEwmYRz7aryiie—VFE (M5ERFER) (Compensating Risk Control
Measure (Compensating Control)) : MR EO—F & LTERSNL I A7 a2 b
o ARBREOREL LT, YEEFRABEBINBWESCERASNIBEDY R
s ayvbuo—nAFE (AAMITIR97:2019)

WIS Y R 3y ba—AF R L LT, JEEERSRBEIs7T v ST ¢
& SRR R R H VE S,

Bemstt (Confidentiality) : BREENTWRWEA, =T 474 XiX7 0z A
LT, EHEEREP, ERI TRV (ISOIEC 27000:2018)
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3.9 WK MESEMOBER (Coordinated Vulnerability Disclosure : CVD) : BFZEE B Ot
T OMOEERFREN, BBEORTFICEETZ Y X7 2 {ERT 3 - DOfEdkE
EROTHDIREREE L WAL TITFS Fav X (AAMITIR97:2019)

HERE:Z O o' R, Wit & FofREICET 2 BBy, . R
DIEENREEN B,

BI0YA =k Fa VT 1 WHERVC AT ARRERES (FERT7 7R, .

PAAS, FRBF. 2%, BHES) HORBEINTEHY, BB, S, TRMkICE
THIRIWBTA THA I NEFIZE > TEETER VAT S LTV B
H&. (IS0 81001-1)

3.11 BESFEMIET (Bnd of Life : EOL) : BB DT 4 74 2 MZBN T, RS
EBELESEFOHHMEBA T NAORR LR T T 56,5, BOL 0% =151
DT, ERXREOL 7 rt R (2—F~0BHE) REMIN5,

uz&ﬁmb%T(md@mwm:mm):@%@?47&4&»mﬁwf\ﬂﬁﬁ
ERETOYR— MEBHEZPIET AR, —LA9HE— ML, OS2 EBL
20N,

3.13 EFMRE BT 2 MET 5 L 0 B EOMREI BV T, RigRE pisE
LEBREZEZLETXIRMAE L ERBICSETE RNV XY HEL BHERE
(IEC 60601-1:2005+AMD1:2012)

3.14 A (Exploit) : MEFEZ B U THBL AT ADEX 2 VT 4 2BETE DD
BAfE2 ¥ (ISO/IEC 27039:2015)

3.15 e (ntegrity) : :F—Z MERR, BEXIBEEILEH, RERFEIZL YD
BB IN TRV (SO/MEC 29167-19:2016)

3.16 VU —ERERE (LA —#88)  (Legacy Medical Device (Legacy Device)) : I
EOVFAN—EF = )7 4 OB L TEENICEETE 2V ERSES

3.17 &R8B5IE (Non-Repudiation) : F4 L7 HSUI{TH. Himrh b 2B &t
Lie=y 7T 4 7 4 2535887 (ISO/IEC 27000:2018)

3.18 BEE (Patient Harm) : ME D 3 5% X T REERIZE (SONEC Guide
51:2014 & —¥ %)

319 77 A 8 — (Privacy) : EACET 357 —% OBE XL BRERIER O BIC
RS 2 FAATE UL E AT T 3B ANZN T & (ISO/TS 27799:2000)
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320 %R (Threat) : TF = V74 ZEEL, GEESIXEZ LEZRA. B, T8
NITEEREETIEOEXF 2 U F 1 EBRE OB (ISOMEC Guide 120)

321 HEEFY »% (Threat Modeling) : 7—#& ORE, WE, SAXEZY—EAE
BEOFWTUVAT AMIEELRIETHEMEOS AR IIIBERELHALICT I
DOPFES oA (JSOMEC/AEEE 24765-2017 LR E)

322 7 v 75—+ (Update) : EFHRERY 7 bU =7 EXH L LIEE. T8, EE
XiisebiclTasER

EEEE 1 ISO/IEC 14764:2006 \CHET 2 Y 7 by = TRFERICERT 5.
BE2L 7TyIT— MR, A TFRUREEENSENRD,

3 BERUSESICET 2 EREREHERRIC 2o Y 7 by = T ORER
ThHD,

323KU?wvay(wmmm):%@%ﬁ%%%ﬁ#é:&m;or,ﬁmﬁéﬁ
AYRERCET2ERBEEABZIRTWAZLe2HATSZ L (IS0
9000:2015)
S "RYF— bEAR LR, ST a YRET LT ARIEETT,
B2 ANUF—a i, EREXIEERECERIND,

324 3 (Verification) : EBMEMERTT B2 LIt Lo, BEERIENW L
X TWa 2 L ERERT S22 L (ISO/MEC Guide 63)

B 1: RO DIV EREBGHNE LTI, REBRDIEN, BT L A5
%RMI@@VE:“%@%%?%%CEﬁ&éo

R 2 RIEOEDIITONDERL, EEET 2 ETND Ze23h 5,
YRR 3 RRIEFF AL, BREEAET LTV HRIEZTRT,

3.25 BeB3HE (Vuloerability) : — DL EOFBIC L o TEASN RO H ZHWEX
ITEEEDOFRA (SO/MEC 27000:2018)

4.0 — R

AECIE. EAMEEIR. B, EA, BRT3RICHEBRESRN TS, ER

MDY A SA—Exa ) T BT REHEREFY, AV F L AO2F2EL
THRARLEN TS YERAIE, EFRRBOSEN2RY A \—eXxa )T 2ZAEIED
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COIREETHY, ZHITHEI 2L T, BEORLEHET S L CHRRHELEB LN
5T LBHIFEND, Lo

4.1 EHRES

EFRERBOTA N —tX 2 U F 41k, EBWCEBSA TS, X205 4040
TV ME, BWE L ITBRROBEL SRS T, BEORS MRS EIT. B RS
@K%%%%xé BEOHBRGOFABALB T E kT, HRPO~LVRY
TUART LADBEREERHITRREMNH B, YA —kF2 ) F 4 W 5 H D A4
DEFPVESL, 1 /= a V3 REL, B2 THENZERBELBER L BED
IERICERRIREL 773 Lz, BERSOMEREHERT I DI LETHS, STOR
EBMREIL, EFERBRORT A 7Y A I MBS T T A 8~ % 2 U T ¢ i % E i
EIVHDITENEREND, Thick, BERe EFERBROET A T4 7N EEL.
TV ARIZ=RXIRA b, BEESBOINY T, ﬁﬂ%ﬁ«@$%kﬁ#é%ﬁ$ﬁ
HRET, ATREBEDICET 38R E TS,

42 BTG A 794 7 Otk

YAt Fa )7 OFEROMHEBREICET 2 Y X713, WHHERE» S EOS 1o
D, ERESORLFEMIETISTOBREZELTRAT 3 Z L0888 LUy, ¥4
Nt Fa )T 4 OWRFEEDRICETETEEOIE, VXTI wR T AL P e
DETATYA 7 MCESTHA L, BEF, 8, RBRROHREEESO4EEIZE
WCHANR—EHa V7 0 VX7 ZFMMRUIERMT 2 2 L8 E L,

REWLEF2 YT A LORTUVARRAEZ L HUETHS, MERET V15—
FalTa4Day he—VEUBIREEAADE, ERSS0EZSMR OEAMEE
HERFTDZENEETH S,

43 SRR

ERBOVA S—EFa VT i3, WERE, ~NAFT T oSl EHYRET
WBHEEREOIAB/ETH S, £TOFEBREFIL, EREBOLT A 7L 7%
BLT, BERRYAN—EX 2 VT 1 ) 27 RUBE A GBI, 3. 5.
WHIE, ST 370, BLOHELERL, L OFFEBRTE & BHIEHE T B B
BdH D,

44 WHSLE

PANRN—F 2T KEATEHEROLTIL, B TEF 2T RERBRESERT 2 -
DO TPLC T 70 —FDEEFRICH B, T4 13—t F=2 )T ¢ OBBREIET B0,
ETOHERRER, TRIE CHREICEHENIC RIS T2 2 L 8 8BRah s, Bl
HERBEFINDZ2ILLo T, £ CTOBEESEES, HRFEEL. BET3Y 2
ZEFMEL. THICHENGT 5D 0RAINERETS, 20—BL LT, 2T0H
ERAGREIL., EFRESRR USRI T A~V RT T A 27T 0%ei, Bk, =08 R O
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Fo T A BB LEAYA N—F 2 VT 4 0f T b, BREOCHEBECST
AZWARRaIasr—va &b aihy, FREFTOITHEE (Information
Sharing Analysis Organizations : ISAOs) WRHBRIICEMT 5 Z L B RBEsh D, TOL
5REOVBLEITHY LT, FHEERMESRILENTEL, AT S7T7 4R L
LTBRIEhDb 5 —o0FRIEHFEEL LT, BNREHECRTIAZET NS,

Ff, BEEREDORTRIANNVAT T TuA AL £ RV EREE—PICbHER Y —
PEATAZLIE, Za AT ACE-THLFEREARVES, RN/, BERE
CRERMICREL. HETFTOIREDI, WEAAORBLF L FHRIEF T2 LRI D,

snﬁﬁwﬁﬂ4ﬁ—t%19?4mﬁﬁﬁﬁﬁ$ﬁ

EREEOY A N —t X2 VT 21, WROLT A 7HA I NCE S TRETHZ LR
W <, B R E RO IRATOR R UBREPICHIE T AEBELRER
BhHad, HEROCEREICIL. ) Xz T s BETRHAICELALZ L, 2) RATE
BV AR TAL NVREEFERATAIE, ) XV T 4R, EREREEX=
FIERT B O —FIetd A EE L BHRERE OHIREEB O/ OB &I E
TAH-LREEND, WEEED AROTHRMEREERETTT A, BRLELEBY D
ﬂ%ﬁﬁmMi\%@%m%ﬁﬁ%&%ﬁﬁwv%yf%&ﬁ#é:&ﬁ%&bwqu
FTOLEETIH., “hbOWESRIENRT 5 &k, BT A 7 A 7 VOHRETERICE
I B R~ OMERBEIE L FR 5, 2B, BRES/ 7 U =TOT7A4 7% 7V
FEENE. IEC 62304:2006/AMD 1:2015 IZHRE S TW B,

51 X2V EREERCT—F7 7 F vt

BT Y S, BHBRTYAA—EX2 U T BT A EITX o T,
SR A TIREEOLREITS LY bAELEEOTFEERE L VBT LBFETH
B, TOLHBREHA LTy M, ERXEEOMIE, REHRERBSUITRATR UHIAR
BOYRIIIDAY MRIEE, WRDOTFA 7Y A 7 NEE Ui R BRIV TEE
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o VAR—MET:

2, EREBOMEITEEBLYEZ DRI L BEREREOEREKRT TERVES,
W EFRMEO X2 VT A 2 FETAIEAR VX2 Y 7+ EOS BLBEHE
AT A LItk o THRELED Y R 2E1ERT S,

7.0 33 3Tk
7.1 IMDRF 3T

1. Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and TVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

72 B
3. AAMI TIR57:2016 Principles for medical device security-—Risk management

4, AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

5. IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General
- requirements for basic safety and essential performance

6. IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

7. IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2

11. ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

12. ISO 14971:2019, Medical devices — Application of risk management to medical devices

o~
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13. ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating |
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with TEC 80001-1

14. ISO/IEC 27000 family - Information security management systems

15. ISO/IEC 27035-1:2016, Information technology ~ Security techniques — Information security
incident management — Part 1: Principles of incident management

16. ISO/IEC 27035-2:2016, Information technology ~ Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

17. ISOMIEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

18. ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes
19. ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

20. UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products
Part 1: General Requirements

21. UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems

73 BBIMBOYA KR

22. ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

23. China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

24. European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

25. Buropean Commission: REGULATION - (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017y

26. FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27.FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)

32. SERE 27 4F 4 A 28 AATERAMSS 0428 % 1 5 - AR 0428 5 1 5 : HEFHE
REERZHE  EEASHBTSMGRRERN [ERESRICBI VA A —EF%a
V7 4 ORERIZONWT]

33. ZRE 304F 7 B 24 BATEEAMAET 0724 5 1 5 - AR 0724 8 1 5 EAEFHE
EX - AEWARERESEEEETERR  ERZ2MERRERD NERMEROV 1
R—EF a2 U7 4 OFRICET DN A F ARV T]

34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)

7.4 FOMOEERUSEIR

38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 _503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csre.nist. gov/CSRC/med1a/Publlcations/white-paper/z019/06/07/m1t1gatlng-rlsk-of-

software-vulnerabilities-with-ssdf/draft/documents/ssdi-for-mitigating-risk-of-software-
vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019}
https://healthsectorcouncil.org/wp-content/uploads/2019/0 1/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

43. MITRE CVSS Healthcare Rubric o
https://www.mitre.org/publications/technical-papers/rubric-for-a ing-cvss-to-medical-
devices - :

44. Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
hitps://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

45. Open Web Application Security Project (OWASP)

https://www.owasp.org/index.php/Main_Page

46. Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)

https:/www.nema. org[Standards/Pages/Manufacturcr—D1sclosure-Statement-for-Med1caI- ‘

Device-Security.aspx

47. ECRI approach to applying the NIST framework to MD

https://www.ecri, 01gzcomponents/HDJoumal/Pages/Cybcrsecunty—RJsk Assessment-for-

Medical-Devices.aspx

48. National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes. and Actions: A Research Report from the
NTIA Awareness and Adoption Group
hitps://www.ntia.doc.gov/files/ntia/publications/2016 ntia_a_a vulnerability disclosure_insi

ghts_report.pdf

49. https://republicans-energycommerce. house. 20v/wp- content/uploads/2018/ 10/10-23-18-
CoDis-White-Paper.pdf

50. https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340 pdf
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82 MR B : BARKRMETHE BRI T B EHIRDO Y ¥ — =

A=A F VT
CERT Australiac (CERT A —2Z ~ T U 7)
https://'www.cert.gov.au/

AusCERT
https://www.auscert.org.an/

TN
All Certs in Brazil(7" % ¢ /VEM @ CERT — )
https://www.cert.br/csirts/brazil/

.ot g
Canadian Centre for Cyber Security(7 7 & %4 N—tF o J F 4 & —)
hitps://www.cyber.gc.ca/

BRM
CERT European Union(CERT EX M #-&")
https://cert.europa.eu

T7TUR
ANSM
https://ansm.sante. fi/

https:/fwrww.ansm.sante. fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(~7 5 > 2 [ A:48)
https://solidarites-sante.gouv.fi/soins-et-maladies/signalement-sante-gouv-fi/

Shared Health Information Systems Agency(:H ERIFH > A F 5 FF)
https://www.cyberveille-sante.gouv.fi/

ANSSI - National Agency for Information Systems Security(EFIFHR L ATF A X2V F o

IT)
https://www.ssi.gouv.fi/en/

R
CERT Germany(CERT K- ¥/)
https://www.cert-bund.de/

AZ07
https://www.csirt-ita.it/
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Az

Japan Computer Emergency Response Team/Coordination Center(JPCERT =5 f X — 3
2 & —JPCERT/CC)

https://www.jpcert.or.jp/vh/top.html or https://www jpcert.or.jp/english/

VAR
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE .
Industrial Control Systems CERT(EE 2l S~ X 7+ & CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT )
https://www.us-cert.gov/
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